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ASTM Standard Guide for Cybersecurity and Cyberattack Mitigation 

 
The ASTM Standard Guide for Cybersecurity and Cyberattack Mitigation was developed by a team that 
involved members from the public and private sectors.  This guide addresses the company or 
government organizational need to mitigate the likelihood of cyberattacks and reduce the extent of 
potential cyberattacks, which can leave sensitive personal data, corporate information, and critical 
infrastructure vulnerable to attackers.  These recommendations are meant to serve as a guideline for 
corporate and government organizations to adopt for the protection of sensitive personal information 
and corporate data against hackers.  For additional information, refer to 
https://www.astm.org/search/fullsite-search.html?query=cybersecurity&toplevel=products-and-
services&sublevel=standards-and-publications.   
 
Note: Extracted, with permission, from ASTM F3286–17 Standard Guide for Cybersecurity and 
Cyberattack Mitigation, copyright ASTM International, 100 Barr Harbor Drive, West Conshohocken, 
PA   19428. 
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